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Why?

Code documentation
Glitch hunting (speedrunning)
Modding
Fun/Challenge
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"Matching decompilation"?
Byte identical output
Harder
Equivalence testing becomes trivial

(we just compare the hashes)
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What do we need to figure out?

Which compiler was used?
Which compilers flags were used?
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IRIS Developer's Option:
IDO

C compiler developed by Silicon Graphics (SGI)
Part of IRIX OS
Discontinued
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How to differentiate IDO
from GCC?

We can search for pattern differences in
GCC and IDO

void test(int x) {}

00000000 <test>:

   0:   03e00008        jr      ra

   4:   afa40000        sw      a0,0(sp)

00000000 <test>:

   0:   03e00008        jr      ra

   4:   00000000        nop

IDO GCC
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In our case:

Most of the code compiled with IDO 7.1
Some of "libultra" compiled with IDO 5.3
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Running IDO is a hell

At first we were using QEMU

IDO runs on proprietary MIPS workstation
and is closed source

Switched to static recompilation of IDO
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a3 = 0x0;
a3 = a3 + gp;
a3 = MEM_U32(a3 + -32684);
a0 = MEM_U32(sp + 0);
a1 = sp + 0x4;
a3 = MEM_U32(a3 + 0);
at = 0xfffffff0;
sp = sp & at;
a2 = a1 + 0x4;
v0 = a0 << 2;
sp = sp + 0xffffffe0;
if (a3 != 0) {a2 = a2 + v0;
goto L40cf80;}
a2 = a2 + v0;
at = 0x0;
at = at + gp;
at = MEM_U32(at + -32684);
MEM_U32(at + 0) = a2;
L40cf80:
at = 0x0;
at = at + gp;
at = MEM_U32(at + -30028);
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Static Recompilation

a3 = 0x0;
a3 = a3 + gp;
a3 = MEM_U32(a3 + -32684);
a0 = MEM_U32(sp + 0);
a1 = sp + 0x4;
a3 = MEM_U32(a3 + 0);
at = 0xfffffff0;
sp = sp & at;
a2 = a1 + 0x4;
v0 = a0 << 2;
sp = sp + 0xffffffe0;
if (a3 != 0) {a2 = a2 + v0;
goto L40cf80;}
a2 = a2 + v0;
at = 0x0;
at = at + gp;
at = MEM_U32(at + -32684);
MEM_U32(at + 0) = a2;
L40cf80:
at = 0x0;
at = at + gp;
at = MEM_U32(at + -30028);
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Translates assembly to ugly but
compilable C code

⇒ We get a native binary

real    1m12,407s

user    6m45,375s

sys     0m40,974s

real    3m17,946s

user    22m24,901s

sys     1m4,315s

QEMU Static Recomp
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Compiler flags
Most of the code compiled with -O2
Some of libultra compiled with -O1
Some files compiled with -O2 -g3
Some files compiled with -mips3 -32
Some files compiled with -trapuv
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Separating object
files

IDO alignes every object file to 0x10

75% chance of detecting a file
boundary automatically

The rest can be guessed
based on context
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Decompiling a file

Split the assembly file into one file per function
Add a C file that includes all the assembly
Progressively turn every function from asm to C
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Problem: IDO doesn't support inline
assembly

"__asm__" not supported

"asm-processor" was written to add a
custom pragma directive for that

#pragma GLOBAL_ASM("my_function.s")

void my_function(void) {

  *(volatile int*)0 = 0; // sw zero,0(zero)

  *(volatile int*)0 = 0; // sw zero,0(zero)

  *(volatile int*)0 = 0; // sw zero,0(zero)

  ...
}
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Decompiler

Ghidra
Interactive
Great for documentation
Not ideal for matching

mips_to_c
Specific to MIPS
Recognizes IDO specific patterns
Great for matching
Not interactive





u32 StackCheck_CheckAll(void) {

    u32 ret = 0;

    StackEntry* iter = sStackInfoListStart;



    while (iter) {

        u32 state = StackCheck_GetState(iter);

        if (state != STACK_STATUS_OK) {

            ret = 1;

        }

        iter = iter->next;

    }



    return ret;

}

Original



u32 StackCheck_CheckAll(void) {

    u32 ret = 0;

    StackEntry* iter = sStackInfoListStart;



    while (iter) {

        u32 state = StackCheck_GetState(iter);

        if (state != STACK_STATUS_OK) {

            ret = 1;

        }

        iter = iter->next;

    }



    return ret;

}

int StackCheck_CheckAll(void)

{

    int state;

    StackEntry *iter;

    int ret;

    

    ret = 0;

    iter = sStackInfoListStart;

    if (sStackInfoListStart != (StackEntry *)0x0) {

        do {

            state = StackCheck_GetState((int)iter);

            if (state == 0) {

                iter = iter->next;

            }

            else {

                ret = 1;

                iter = iter->next;

            }

        } while (iter != (StackEntry *)0x0);

    }

    return ret;

}

Ghidra

Original



u32 StackCheck_CheckAll(void) {

    u32 ret = 0;

    StackEntry* iter = sStackInfoListStart;



    while (iter) {

        u32 state = StackCheck_GetState(iter);

        if (state != STACK_STATUS_OK) {

            ret = 1;

        }

        iter = iter->next;

    }



    return ret;

}

int StackCheck_CheckAll(void)

{

    int state;

    StackEntry *iter;

    int ret;

    

    ret = 0;

    iter = sStackInfoListStart;

    if (sStackInfoListStart != (StackEntry *)0x0) {

        do {

            state = StackCheck_GetState((int)iter);

            if (state == 0) {

                iter = iter->next;

            }

            else {

                ret = 1;

                iter = iter->next;

            }

        } while (iter != (StackEntry *)0x0);

    }

    return ret;

}

u32 StackCheck_CheckAll(void) {

    StackEntry *temp_s0;

    StackEntry *temp_s0_2;

    StackEntry *phi_s0;

    u32 phi_s1;
    u32 phi_s1_2;


    temp_s0 = sStackInfoListStart;

    phi_s0 = temp_s0;

    phi_s1 = 0U;
    phi_s1_2 = 0U;
    if (temp_s0 != 0) {
        do {
            if (StackCheck_GetState(phi_s0) != 0) {

                phi_s1_2 = 1U;

            }
            temp_s0_2 = phi_s0->next;

            phi_s0 = temp_s0_2;

            phi_s1 = phi_s1_2;

        } while (temp_s0_2 != 0);
    }
    return phi_s1;
}

Ghidra mips2c

Original
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asm-differ
$ ./diff.py -mwo StackCheck_CheckAll
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Common problems when matching
with IDO:

large reordering
stack placement

instruction reordering

regalloc
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What can affect codegen?

Compiler patterns
!(a ^ b) ⇔ a == b
(x << 24) >> 24 ⇔ (s8)x
x * 7 ⇔ (x << 2) - x
loop unrolling
struct copy
deduplicating sub-expressions
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What can affect codegen?

if (1) { ... }
using temps
a * -1.0 vs -a
same line / macro expansion
useless expressions (e.g. x & 0xFFFFFFFF)

Stupid things



decomp-permuter



decomp-permuter

$ ./permuter.py nonmatchings/DmaMgr_DMARomToRam/



decomp-permuter

$ ./permuter.py nonmatchings/DmaMgr_DMARomToRam/



decomp-permuter

$ ./permuter.py nonmatchings/DmaMgr_DMARomToRam/

$ cat nonmatchings/DmaMgr_DMARomToRam/output-10-1/diff.py



decomp-permuter

$ ./permuter.py nonmatchings/DmaMgr_DMARomToRam/

--- before
+++ after
@@ -113,6 +113,8 @@
   while (size > buffSize)
   {
     ioMsg.hdr.pri = 0;
+    if (1)
+    {
     ioMsg.hdr.retQueue = &queue;
     ioMsg.devAddr = rom;
     ioMsg.dramAddr = (void *) ram;
@@ -142,6 +144,8 @@
     size -= buffSize;
     rom += buffSize;
     ram += buffSize;
+    }
+
   }
 
   if (1)
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$ cat nonmatchings/DmaMgr_DMARomToRam/output-10-1/diff.py
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Honorable mentions

decomp.me

github.com/n64decomp/ido

https://decomp.me/scratch/gF0Km
https://github.com/n64decomp/ido
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What about modern
compilers?

mostly the same
less sensitive to small differences
matching data sections might be harder
better inlining
LTO (Link Time Optimizations)



Conclusion



Links

zelda64.dev
github.com/zeldaret/oot

https://zelda64.dev/
https://github.com/zeldaret/oot


Questions?


