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LSE Summer week 
2022
Day 1

Présenté par: Pierre Parrend, Professeur HDR
Laboratoire Systèmes de l’EPITA (Kremlin-Bicêtre)/ICube (Strasbourg)

Enseignant à l’EPITA Strasbourg
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Thanks to organizers!
▪ Marc, Fabrice, and all others !
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Trusted AI for secure 
critical systems

Présenté par: Pierre Parrend, Professeur HDR
Laboratoire Systèmes de l’EPITA (Kremlin-Bicêtre)/ICube (Strasbourg)

Enseignant à l’EPITA Strasbourg



07/07/2022 4

LSE – some piece of news
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LSE Summer week 2022

Thursday, 7/7/22

Saturday, 9/7/22
TO be finalized
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A brief history of LSE
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Security-Systems Team
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Team members

Doctorants: Amani Abou Rida, Julien Michel (, Majed Jaber + YOU)
Younes Benreguieg, Antoine Jouan, Nabih Benazzouz, Sébastien Delsart, Alexis Ehret, Thomas Berlioz, 

Daniel Frederic, Leo Benito, Mathieu Fourre, Alex Levigoureux, Alexandre Fresnais, Martin Grenouilloux, 
Pierre-Emmanuel Patry, Cesar Belley, Esteban Blanc, Arthur Cohen, Tanguy Dubroca, Martin Schmidt
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Scientific goals – 2022

Identify
• Challenges
• Testbeds, 0-days
• Data

Detect
•Algorithms
• Libs + front-end

Protect
• OS release
• Tools for reconfig & 
recovery

Threat Intel, 
OSINT & 

vulnerabilities

Machine 
learning & 

graphs
OS, Secure dev & 
secure compile

Robotics & 
embedded

Networks

Operating 
Systems

Indusrial partners Platform

alimente supporte
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The SOC cybersecurity use case

Detection
Cybergraphe - Damiage

Protection / Reaction
OpenBSD + Frozone

Identification

IT / OT 
environment
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Software
2018 2019 2020 2021 2022 Total

Research 2 2 2
CREA, 
Cybergraphe

Open Source 2 2 2 2 1 2
Glibc; OpenBSD

➢ Commit 915 488 209 179 134 OpenBSD (Marc 
is 1 of 3 maiin
contributors)

Google 
Summer of 
Code

2 2 4
libvirt, Vulkan, 
gcc-rs, Radare2

Student
projects

9 many many many 3

POCs 1 2 3

EPITA 
Infrastructure

2 2 2 2 2
Moulinette; infra 
ACUs

CTF 1 1 1 1 1 1

Total 7 5 7 8 7 14
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Pierre Parrend 15 Janvier 2022
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Detection
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The adversary
▪ Example Multi-step Attack

▪ Dataset DARPA 2000

LLDoS 2.0.2
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1-dimension

1 dimension

Prediction
• LSTM
• Regressions
• ARIMA

Metrics for detecting anomalies:
• Root-mean-square deviation
• Kalman filter
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N-dimensions

N dimensions

Classification as prediction oracle
• XGBoost
• MLP – Multi-layer processing
• …
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Limitations

Low dimensions
• Efficient for massive events only: DoS, DDoS, scan
• Often imprecise
• Very specific use cases

Bigger dimensions
• Limited to multi-variable correlation
• Requires often manual identification of derived

features
• Correlation is not causality
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AI and critical systems



07/07/2022 19

What is Trusted IA ?

Video Games

Chatbots

Industrial applications, medicine, 
education

Social scoring by governments
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Human oversight

Visualisation of data

Visualisation of model
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Towards explainability

Data Model Output Interface Human

Traceability
Transparency

Comprehensibility

Explainability

Interpretability
Arrieta, Alejandro Barredo, et al. "Explainable Artificial Intelligence (XAI): Concepts, 

taxonomies, opportunities and challenges toward responsible AI." Information 

fusion 58 (2020): 82-115.
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The challenge: getting accuracy and 
interpretability back together
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Trusted graphs
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From ML to Graph learning

24

Machine learning-based network anomaly detection 

methods such as  one-class support vector machines 
(OSVM), autoencoders (AE) , and isolation forests (IS). 

Euclidean domains 

1,.., n dimensional

Non-Euclidean 

domains 

Graph learning such as graph analysis, graph 

embedding, graph neural network
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Expectations
Traceability: graph nodes can support data embedding. 
Interactions are visible!

Transparency: most graph algos are intrinsicaly transparent 
(not all)

Comprehensibility: output is typically a graph part (not 
always)

Explainability: making interactive graph plots is
straightforward

Interpretability: see all repvious points
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Explainability in graph models
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Machine learning with graphs 1/3
First order search

Data Action
Graph 
Model

Metrics / 
Pattern
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The Cybergraph tool: low hanging fruits

V1: William 
Boehler
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The Cybergraph tool
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BotIOT
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Majed Jaber

Node behaviour analytics
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Machine learning with graphs 2/3
Graph features, Euclidian ML

Learning 
from Data

Data Action
Graph 
Model

Graph feature 
extraction
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Some graph metrics: communities

● Density d
0 =< d =< 1
Rate of number of connections 
between nodes in a community 
wrt number of possible 
connections number of 
connections

● Externality e
0 =< e =< 1
Rate of edges with 1 end node 
not in the C1 community and 1 
in C1 wrt. the total number of 
edges having at least 1 end 
node in C1

2

1

3

Example: 
Community C

d =2/3

• 2 connections in C 
(1,2) and (1,3)

• 3 possible 
connections (1,2), 
(1,3) et (2,3) 

Example: 
Community C1 1

23

5
4

e = 0,5

• 2 edges with end 
node outside C1 
(3,4) et (2,5)

• 4 edges with at 
least 1 node in C1 
(1,2), (1,3) et (2,3) 

Julien Michel
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Benchmarking learning incl extracted 
graph features
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Machine learning with graphs 3/3
Graph learning

Data Action
Graph 
Model

Learning 
from Graph 

Model
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Metrics for evaluating explainability
▪ Fidelity
difference of accuracy between the original predictions and the new 
predictions after masking out important input features

▪ Sparsity
the fraction of features selected as important by explanation methods
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Machine learning with graphs
Summary

Learning 
from Data

Data Action
Graph 
Model

Graph feature 
extraction

Learning 
from Model

Metrics / 
Pattern
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Future challenges

Scalability
• In small (IoT)
• In big (network core)
• Frugal algorithms becomes a must

Dynamic behaviour
• Reduce the batch size
• … and avoid poisoning when learning is adapted!
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Next application domains

XDGMed – Medical IoT

Correau – Industrial systems
- water distribution

This is a call for PhD Students …

And future interns !
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Merci !!


