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LSE - some piece of news
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LSE Summer week 2022

When? [ who i

10h Pierre Parrend Trusted Al for secure critical systems

Generating synthetic traffic to improve the robustness of network

10h45 Grégory Blanc intrusion detection
11h15 Julius Pfrommer Industrial Communication with OPC UA — Secure by Design?
11h45 Mark Angustures Port scans and DDos detection by time series filtering

12h30 - pause

14h Chistian Elloh Anonymisation of DNS requests through blockchain

14h45 Badis Hammi Is it really easy to detect sybil attacks in C-1T5 ?

15h30 Mohammed Badredine Zouhair |Malwares

16h15 Laurent Beaudoin, Loica Avanthey Cartography of submarine zones with lightweight means

[ Thursday, 7/7/22 } Who B what? -
Marc Espie To cache or not to cache, making pkg_add faster
Martin Grenouilloux Discovering new ways of attacking AES when trying to do something else
Alex Levigoureux, Antoine Jouan Work on UEFI driver rootkit with a bare metal hypervisor
Younes Benreguieg Metrics for graph-based Anomaly Detection
Darius Engler Writing a bare metal GPU driver for the Raspberry P14

Saturday, 9/7/22
TO be finalized
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Security-Systems Team




Team members

Doctorants: Amani Abou Rida, Julien Michel (, Majed Jaber + YOU)

Younes Benreguieg, Antoine Jouan, Nabih Benazzouz, Sébastien Delsart, Alexis Ehret, Thomas Berlioz,
Daniel Frederic, Leo Benito, Mathieu Fourre, Alex Levigoureux, Alexandre Fresnais, Martin Grenouilloux,
PierresEmmanuel Patry, Cesar Belley, Esteban Blanc, Arthur Cohen, Tanguy Dubroca, Martin Schmi
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Scientific goals - 2022

~

Identify
- Challenges |

- Testbeds, 0-days Threat Intel,
-Data OSINT &
Operating

] orte
Robotics &
Systems embedded
Networks
Protect Detect
- OS release *Algorithms
- Tools for reconfig & - Libs + front-end

recovery

( Machine
OS, Secure dev & learning &
secure compile
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The SOC cybersecurity use case

Detection
Cybergraphe - Damiage
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Software

2018 | 2019 2020 2021 2022 Total

Research 2 2 2
CREA,
Cybergraphe

Open Source |2 2 2 2 1 2
Glibc; OpenBSD

i OpenBSD (Marc

» Commit 915 488 209 179 134 et e
contributors)

Google 2 2 4

Summer of libvirt, Vulkan,
gcc-rs, Radare2

Code

Student 9 many many many 3

projects

POCs 1 2 3

EPITA 2 2 2 2 2

Infrastructure Moulinette; infra
ACUs

1 r7:/|h7/9r199 11 1 1 1 4
T 7 5 7 8 7 14
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The adversary

= Example Multi-step Attack

= Dataset DARPA 2000
LLDoS 2.0.2

1. DNS probing

& 2. Privilege escalation™ — T T T T — = M_'II_ il
LS - | | |
3. Trojan installation | ONS Sever | | 5 DDoS attack
» | | 172.16.115.20 Spoofed IP address
° Botnet Master 78.111.82.41

202.77.162.213 ~

N

4. Host hopping

AN
\ v o
\ -
* DDoS victim
Ij Ij 131.84.1.31
= =

172.16.112.207|| 172.16.112.50

|

|

_ |
Robin Pascal | |
|

Not infected Botnet Slave |
|
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1-dimension

— Observed

. . . = Predicted .
1 d I m e n S | O n — Root-mean-square deviation
5
ﬂ’rediction \
. « LST™M
* Regressions
* ARIMA

15
Metrics for detecting anomalies:
* Root-mean-square deviation

W k Kalman filter j

o 20 40 &0 80 100 120 140 150

Training duration:16.657758951187134
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N-dimensions

Error-based features separate out genuine and fraudulent transactions

N dimensions
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Limitations

| ow dimensions

- Efficient for massive events only: DoS, DDoS, scan
- Often imprecise
- Very specific use cases

Bigger dimensions

+ Limited to multi-variable correlation

- Requires often manual identification of derived
features

- Correlation is not causality

LSE 07/07/2022 17




Al and critical systems




Whatis Trusted IA ?

Social scoring by governments

& UNACCEPTABLE RISK

Industrial applications, medicine,
@ HIGH RISK education

@ LIMITED RISK Chatbots

(Al systems with specific
transgarency cbligations)

MINIMAL RISK

( LSE 07/07/2022 19
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Human oversight

KDD99 attack classes

_rate

_diff srv

dst_host

Visualisation of data

same_srv_rate = 0.4

Visualisation of model T

class = portsweep

True ‘:ISE

ginlie: 9'205 dst_nosl_gri%rgro_.r%%s 0.015
EAIEESES samples = 360
VA = 0 710 0. 0, O] lue = [73, 0, 135, 83, 69
class = neptune UEIME = (e (I TR i 2]
class = portsweep

logged_in 0.5 dst_hest_diff_srv_rate = 0.105
gini = 0.453 gini = 0.438
samples = 205 samples = 155
value = [73, 0, 0, 82, 0]

value = [0, 0, 135, 1, 69]

class = portsweep class = smurf

gini = 0.0
samples = 135

value = [0, 0, 135,10, 0]
class = portsweep




Towards explainability

Data Model Output Interface Human

S 7 clAlner

Traceability I\
Transparency
Comprehensibility
Explainability

Interpretability

Arrieta, Alejandro Barredo, et al. "Explainable Artificial Intelligence (XAl): Concepts,
taxonomies, opportunities and challenges toward responsible Al." Information
fusion 58 (2020): 82-115.
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The challenge: getting accuracy and
interpretability back together

‘ Hybrid modelling approaches
XAT’s future New explainability-preserving modelling approaches
research arena Interpretable feature engineering
High
P
Q
av} Post-hoc explainability techniques
— Interpretability-driven model designs
=
Q
)
v
—i
O
ge,
EO
Low

Low High
Model interpretability

LSE 07/07/2022 22

rrieta2020]




Trusted graphs
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From ML to Graph learning

Euclidean domains Non-Euclidean
1,.., n dimensional domains
Machine learning-based network anomaly detection Graph learning such as graph analysis, graph
methods such as one-class support vector machines embedding, graph neural network
(OSVM), autoencoders (AE) , and isolation forests (IS).
®—e
@ a a
@ @ ® ®
€ @ o ® L
g ® 2 ) =
®
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Expectations

Traceability: graph nodes can support data embedding.
Interactions are visible!

Transparency: most graph algos are intrinsicaly transparent
(not all)

Comprehensibility: output is typically a graph part (not
always)

Explainability: making interactive graph plots is
straightforward

Interpretability: see all repvious points

( LSE 07/07/2022 25




Explainability in graph models

Graph
[ Data ] [Represenlation] [ Graph Model ] [Graph Output ] [ Interface ] [ Human ]
Kyl " 'z
3 v B e /
E@ i S

a
7 explf\[ner i
Traceability [\
Contextuality
Understandability

Comprehensibility
Explainability

Interpretability >
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Machine learning with graphs 1/3
First order search

— Graph I T I S
bata J ModelJ Pattern

G . P



The Cybergraph tool: low hanging fruits

Attack Detector

T T -
9.1 02 108 159 152 .

13092 4

@

V1 William
Boehler

R

192.168.100.147
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The Cybergraph tool

& C ([© tocalhost:5000/graph_attack

o

L

Attack Detector

23>
/192~168 100 147

L3

1€ 58.100"50 A o\
" NT‘CR\ CK1521168400.3
192.168:10

TT CK #ICANTCP

SET scan_detection_tcp TO defaultdict{list) #source, dst = list port
SET scan_detection_tcp_result TO list()

#3CAN TCP DETECTION

= . 4N
Q ) 192. 1,6,,9.329,,5\ IF row[PROTO_INDEX] EQUALS "tep” and row[FLAG_INDEX] EQUALS "RST"

192,168.100.6 pATIIARN

n192"168.10092:168.100.148

IF len{scan_detection_tcp[row[IPSRC_INDEX]+","+row[IPDST_INDEX]]} >= SCAN_TCP_TRESHOLD:
IF row[IPSRC_INDEX]+","+row[IPD3T_INDEX] not IN scan_detection_tcp_result:
scan_detection_tep_result.append(row[IPSRC_INDEX]+","+row[IPDST_INDEX])

ELSEIF row[IPSRC_INDEX]+" "+row[IPDST_INDEX] not IN scan_detection_tcp and
row[IPDST_INDEX]+" "+row[IPSRC_INDEX] not IN scan_detection_tcp

scan_detection_fcprow[IPSRC_INDEX]+","+row[IPDST_INDEX]).append(row[PORTDST_INDEX])
ELSE:

IF row[PORTDST_INDEX] not IN scan_detection_tcp[row[IPSRC_INDEX]+","+row[IPDST_INDEX]] and
row[IPDST_INDEX]+","+row[IPSRC_INDEX] not IN scan_detection_tcp

scan_detection_tcp[row[IPSRC_INDEX]+","+row[IPDST_INDEX]].append(row[PORTDST_INDEX])
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| Attacks table x ‘ 4= x |
« ¢ @ ‘ © | ® 127.0.0.1:5000/attacks_table - Q1 n O & =
B thT Cybergraph Attacks table
O Select database :  botiot ~ [@Scan TCP (@ Scan UDP [BDoS E&DDoS GMITM [ Island Hopping
current database in use :
IP source IP destination Attack(s)
192.168.100.150 192.168.100.5 [SCAN_TCP]
192.168.100.150 192.168.100.7 [SCAN_UDFP', "SCAN_TCP']
192.168.100.150 192.168.100.6 [SCAN_UDP', 'SCAN_TCP']
192.168.100.150 192.168.100.3 [SCAN_UDP', 'SCAN_TCP
192.168.100.149 192.168.100.6 [SCAN_UDP', 'SCAN_TCP
192.168.100.149 192.168.100.3 [SCAN_UDP', 'SCAN_TCP']
192.168.100.149 192.168.100.7 [SCAN_UDP', 'SCAN_TCP
192.168.100.149 192.168.100.5 [SCAN_TCP]
192.168.100.148 192.168.100.7 [SCAN_UDP', 'SCAN_TCP]
192.168.100.148 192.168.100.5 [SCAN_TCP/]
192.168.100.148 192.168.100.3 [SCAN_UDP', 'SCAN_TCP]
192.168.100.147 192.168.100.5 [SCAN_TCP]
192.168.100.147 192.168.100.7 [SCAN_UDP', 'SCAN_TCP
192.168.100.147 192.168.100.3 [SCAN_UDP', 'SCAN_TCP
192.168.100.6 192.168.100.147 [SCAN_TCP"]
192.168.100.6 192.168.100.148 [SCAN_TCP1]
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Node behaviour analytics

Cybergraph

192.168100.255 185 100.1

D,
224.0.0.252 @ .
25325433 Majed Jaber

192.168.100.149 192.168%100.6 A4

/ 192.168.100.3

192.168.100.148
192.168.100.147

1 192.168.100.150

i

IP source IP destination Attack(s)
192.168.100.148 192.168.100.6 B ['SCAN_UDP']

.3
192.168.100.147 192.168.100.6 ['SCAN_UDP'}
192.168.100.149 192.168.100.6 ['SCAN_TCP". 'SCAN_UDP
192.168.100.150 192.168.100.6 ['SCAN_TCP', 'SCAN_UDP)
192.168.100.6 v| [, Anomaly Method: |Isolation Forestv| From Date |dd/mm/yyyy @ ToDate |dd/mm/yyyy Update
—
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Machine learning with graphs 2/3
Graph features, Euclidian ML

- Graph Graph feature
Data J Model J - extraction

-

G . &b




Some graph metrics: communities

e Densityd
O0=<d=<1
Rate of number of connections
between nodes in a community
wrt number of possible
connections number of
connections

e Externality e

O=<e=<1

Rate of edges with 1 end node
not in the C1 community and 1
in C1 wrt. the total number of

edges having at least 1 end

node in C1
[ Julien Michel }

(LsE

Example:
Communit
Y d=2/3
* 2 connectionsin
(1,2) and (1,3)
* 3 possible
connections (1,2),
(1,3) et (2,3)
Example: e=0,5

Community C1

e 2 edges with end
node outside C1
(3,4) et (2,5)

e 4 edges with at

least 1 node in C1
e (1,2), (1,3) et
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Benchmarking learning incl extracted

graph features

Temps d'execution en fonction du nombre de données
10000

—@— Isolation Forest 10 runs

1000 —®— Sdg_ocsvm 10 runs

=
o
(=]

Temps en seconde
=
[=]

[y

0,1

0,01
5000 50000

500000

5000000

Nombre de données

Performance en fonction du temps
06

05 —@— |solation Forest *
—8— Sdg_ocsvm

0,4

0,3

F _score

0,2

0,1

0,001 0,01 0,1 1 10 100 1000
Temps en secondes
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Machine learning with graphs 3/3
Graph learning

Graph Learning
Data J‘ MocEl)eLJ | femcEpy | — Q

Model
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Metrics for evaluating explainability

= Fidelity
difference of accuracy between the original predictions and the new
predictions after masking out important input features

"Explainability methods for graph

N
o 1 —m;
Fidelity = N Z(f(Gz)yz — f(Gf;l ))yt)

1N

Infidelity = = (f(Gi)yi = F(G{™)yi)

i=1
= Sparsity

the fraction of features selected as important by explanation methods

IEEE/CVF Conference on Computer Vision and Pattern

Pope, Phillip E., et al.
Recognition. 2019.
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Machine learning with graphs

Summary
Metrics /
Pattern ]

‘ ph feature earning
Data J Model - extraction - from Data _
Leauiing ;
from Model
( LSE 07/07/2022 37 1@




Future challenges

Scalability

* In small (loT)
* In big (network core)
+ Frugal algorithms becomes a must

Dynamic behaviour

+ Reduce the batch size
- .. and avoid poisoning when learning is adapted!
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Next application domains

»

sICLU3E
XDGMed - Medical loT Grand I=st Coniversite [[| ||

| H de Strasbourg ‘
Correau - Industrial systems \"""'e““e L]
- water distribution IN RA@ ||| de strasbourg | e

le cham

This is a call for PhD Students .. - J
‘ N

: And future interns ! J
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