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Why are we doing this ?

+ Reversing virtual machines is a hassle
+ Their state is optimizable
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The lifetime of a program

+ Capture traces with different inputs

+ Analyze traces to build a CFG

« Lift our CFG to LLVM bytecode

+ Run several optimization passes

+ Rebuild an executable or analyze the LLVM IR
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What is a trace ?
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What is the purpose of a trace ?
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What is the purpose of a trace ? - Code Coverage
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What is the purpose of a trace ? - Reverse-Engineering

©0404ebs eax, [rax+0x1] // Hitcount = 37
©0404ebb rdi, rbx

©0404ebe rad, byte [ri2+rax
00404ec3 esi, rad

00404ec6 weird_register_selection?
©0404ech risd, eax

00404ece eax, [rbp+ox2.

00404ed1 esi, byte [ri2+rax
00404ed6 ri2d, ri2d {oxe}
©00404eds weird_register_selection?
00404ede edi, rad

00404eel ebp, eax

00404ee3 sub_abccoo

00404ee8 sub_abd3ao

00404eed ecx, oxdfa

00404ef2

00404ef3 ecx

00404ef5 riad, edx

00404ef8 ri2d, riad // Hitcount = 12506
00404efb i 0x404f07

00404efd call sub_4bd3zae //
eax, eax {oxo} 0040402 inc ri2d
risd, ebp 0040405 jmp ox404efs
al {ox1} {exe}
dword [rbx+06x20], eax

0x405088

Figure 1: trace




What is the purpose of a trace ? - Reverse-Engineering

0x1337a707: mov dword ptr [rbx - 4], eax

ri4 :
rio :
: Ox0000000000000000
: 0x000000000000ff8c

0x0000000000000000
0x0000000000000008

rl5
rbx
rdx

rbp

: 0x000000009b7fdbfo
: 0x00007f39fba9400cC
: 0x0000000000000020
: 0x00007f39fba95000

0x1337a70a: sub rbx, 4

ris4

ri2

: Ox0000000000000000
rlo :
r8 :

0x0000000000000008
0x0000000000000000
0x000000000000f f8c

: 0x000000009b7fdbfo
: 0x00007f39fba9400cC
: 0x0000000000000020
: 0x00007f39fba95000

0x1337a70e: jmp 0x133707de
ris :
rio :
r8 :
ri2

0x0000000000000000
0x0000000000000008
0x0000000000000000
0x000000000000f f8c

ri5
rbx
rdx

rbp

: 0x000000009b7fdbfo
: 0x00007f39fba94008
: 0x0000000000000020
: 0x00007f39fba95000

0x000000001337a707
0x00007ffeae7a3708
0x000000001337a707
0x0000000000000000

0x000000001337a707
0x00007ffeae7a3708
0x000000001337a70a
0x0000000000000000

0x000000001337a707
0x00007ffeae7a3708
0x000000001337a70e
0x0000000000000000

rsi
ril
r9

rax

rsi
ril
r9

rax

rsi
ril

r9
rax

: 0x00007f39fbaasfb8
: Ox0000000000000246
: 0x00007f39fba72beld
: Ox0000000000000020

: 0x00007f39fbaasfb8
: 0x0000000000000246
: 0x00007f39fba72bed
: 0x0000000000000020

: 0x00007f39fbaasfb8
: Ox0000000000000246
: 0x00007f39fba72bed
: 0x0000000000000020
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hat is the purpose of a trace ? - Be creative

+ Traces are raw data

« They are not constrained to a specific use case

+ Example projects:
« Griffin: https://www.microsoft.com/en-us/research/wp-content/uploads/2017/01/griffin-asplos17.pdf
+ HeNet: https://arxiv.org/pdf/1801.02318
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How to capture a trace ?
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How to capture a trace ? - ptrace

« Syscall giving control over a process
+ Can singlestep through the code
+ Gives access to registers

- But painfully slow
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How to capture a trace ? - Emulators

- Allows to debug any kind of code
+ Quite easy to implement
+ Extensible

- But may not execute correctly the target executables
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How to capture a trace ? - Dynamic instrumentation

« Frameworks such as DynamoRIO, Pintools, Valgrind
- Very fast compared to previous methods

-« But may add significant overhead during execution
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How to capture a trace ? - Hardware tracing

+ Inour case Intel PT

+ Can trace anything (userland, kernel, hypervisor)
+ Fastest method

+ Low overhead (around 5% for intel pt)

- But difficult setup, trace loss and decoding overhead
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Methods used for the project

- ptrace
+ intel PT

15/44



size Description

8 Magic (0xe9cae282c414b97d)
8 Edge count

edge count * sizeof(trace_entry) Edge entries

8 Program mapping count

mapping count * sizeof(mapping_entry)

Memory mapping entries
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Trace format

‘ 1 Listing: prog-loop-intensive. IR WERES (prog-loop-intensive) % o @ x
X ]
r
5
neda )
neds i .
nain - 1c =05
11 = 0;
12 /* Hitcount: 1 x/
13 while ( < 0x40
00401106 55 PUSH .
00401107 48 89 5 MoV R 14 /* Hitcount: 65 /) {
00401102 89 7d ec MoV dword ptr [ + 1o 15 = + 0x42424242;
6e40110d 45 89 75 MoV quord ptr [R27 + Lo it
7 * Hi : *
00401111 c7 45 fO MoV dword ptr [ + local. 0xe L . /* Hitcount: 64 x/
00 50 00 18 while ( < 0x40
19 /* Hitcount: 4160 */) {
- + Tocal ox0 ¢ - s
00401118 7 45 f4 MoV dword ptr [ local_14],0x0 o - A 0x73737373;
00 00 00 N “ o
o0 - 5 i
Hitcount: 1 22 /* Hitcount: 4096 */
0040111F eb 56 amp LAB_00401177 23 while ( < 0x40
e, 4 /* Hitcount: 266240 */) {
00401121 -
- 3 = A .
00401121 81 45 f0 ADD dword ptr [R57 + local_18],0x42 2 ( >> ox10 | << 0x10) * Oxdeadbeef;
42 42 42 2 = + 1
27 }
00401128 c7 45 T8 MoV dword ptr [F57 + local_ . - 1
00 00 00 o >
o0 2 }
Hitcount: 64 3¢ = + 1
0040112 b 3c P LAB_0040116d 1| 3
32 return (ulon H
Fry— ; (utong) ; 4
nnan1121 a1 75 fn oo fward_ate T Tocal o v B3 v
T 7

Figure 2: ghidra plugin
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Necessary information for native code lifting:
+ Functions
+ Basic blocks
+ Succesors
+ Instructions
« Cross-references

+ Code
+ Data
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Building the control flow graph

Two passes:

« First pass: build a linear CFG

- Iterate through instructions

+ Add them to the current basic block

- Start a new basic block when we find a control flow instruction
- Second pass: deduce the real CFG

- Detect loops

- Merge parents and children vectors
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Linear CFG

id: 1

begin: 0x100001149
end: 0x10000114d
instr count: 2

0x100001149: cmpl $0, -4(%rbp)
0x10000114d: jne OxfFFffifffiffec

id: 2
begin: 0x100001139
0x100001144

instr count: 5

0x100001139: movl -4(%rbp), %eax
0x10000113c: leal -1(%rax), %edx
0x10000113f: movl %edx, -4(%rbp)
0x100001142: movl %eax, %edi
0x100001144: callq OxFFFFEFFAS

>

id: 3

begin: 0x100001119
end: 0x100001127
instr count: 7

0x100001119: pushq %rbp
0x10000111a: movq %rsp, %rb
0x10000111d: movl %edi, -4(%rbp)
0x100001120: movl -4(%rbp), %eax
0x100001123: addl $2, %eax
0x100001126: popq %rbp

qa

0x100001127: ret

i
begin: 0x100001149
end: 0x10000114d
instr count: 2

0x100001149: cmpl $0, -4(%rbp)
0x10000114d: jne OxfEfffffffffffec

Figure 3: linear

id: 5

begin: 0x100001139
end: 0x100001144
instr count: 5

0x100001139: movl -4(%rbp), %eax
0x10000113c: leal -1(%rax), %edx
0x10000113f: movl %edx, -4(%rbp)
0x100001142: movl %eax, %edi
0x100001144: callq OxFFFFFHFAS
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Duplicates

id: 1

begin: 0x100001149
end: 0x10000114d
instr count: 2

0x100001149: cmpl $0, -4(%rbp)
0x10000114d: jne Oxfffffffffffec

id: 2
begin: 0x100001139
end: 0x100001144

instr count: 5

0x100001139: movl -4(%rbp), %eax
0x10000113c: leal -1(%rax), %edx
0x10000113f: movl %edx, -4(%rbp)
0x100001142: movl %eax, %edi
0x100001144: callq OxfFFFFFFFFdS

—

id: 3
begin: 0x100001119
end: 0x100001127 i
instr count: 7 begin: 0x100001149
end: 0x10000114d

0x100001119: pushq %rbp —» instr count: 2

0x10000111a: movq %rsp, %rbp
0x10000111d: movl %edi, -4(%rbp)

P 0x100001149: cmpl $0, -4(%rbp)
0x100001120: movl -4(%rbp), %eax : St
0x100001123: addl $2, %eax 0x10000114d: jne Oxffffffffffffffec
0x100001126: popq %rbp
0x100001127: retq

Figure 4: color

id: 5

begin: 0x100001139
end: 0x100001144
instr count: 5

0x100001139: movl -4(%rbp), %eax
0x10000113c: leal -1(%rax), %edx
0x10000113f: movl %edx, -4(%rbp)
0x100001142: movl %eax, %edi
0x100001144: callq OxfFFFFFFdS
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id: 2

begin: 0x100001139
end: 0x0

instr count: 5

0x100001139: movl -4(%rbp), %eax
0x10000113c: leal -1(%rax), %edx
0x10000113f: movl %edx, -4(%rbp)
0x100001142: movl %eax, %edi
0x100001144: callq OxffffffffffffffdS

N

id: 0
begin: 0x10000112¢
end: 0x0
instr count: 3

0x10000112c: subq $0x10, %rsp
0x100001130: movl $2, -4(%rbp)
0x100001137: jmp 0x12

!

id: 1

begin: 0x100001149
end: 0x0

instr count: 2

0x100001149: cmpl $0, -4(%rbp)
0x10000114d: jne Oxffftffftffffffec

—

id: 4

begin: 0x10000114f
end: 0x0

instr count: 3

0x10000114f: movl -4(%rbp), %eax
0x100001152: leave
0x100001153: retq

id: 3
begi
end:

X

: 0x100001119
0
instr count: 7

0x100001119: pushq %rbp
0x10000111a: movq %rsp, %rbp
0x10000111d: movl %edi, -4(%rbp)
0x100001120: movl -4(%rbp), %eax
0x100001123: addl $2, %eax
0x100001126: popq %rbp
0x100001127: retq

Figure 5: loop
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Where da function at ? (0)

+ Disassemble with capstone
+ Analyze the flow of the binary

+ Generate the CFG
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Where da function at ? (0)

Figure 6: nucleus 0 24/44



Where da function at ? (1)

+ Ignore call edges
+ Basic blocks are connected through intraprocedural edges

+ Detect basic block clusters
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Where da function at ? (1)

Figure 7: nucleus 1 26/44



Where da function at ? (2)

«+ Reintroduce call edges
- Start at entrypoints

« Follow recursively until complete functions are formed
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Where da function at ? (2)

e ——

N -
—~— -
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Figure 8: nucleus 2




We have:

+ Functions
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We have:

+ Functions
- Blocks
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We have:

+ Functions
+ Blocks
+ Instructions

Cross-references
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- Internal or external ?

+ Code or data ?
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Everything works

« Lifting works.
+ Optimizing works.
+ Rebuilding works.
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What could go wrong ?

void sub_40076d_main(astruct *paran_1,long paran_

undefineds
undefined *

= pa
*(long *)( + -8) = paran_1->field_0x018;

2| por >Field_0x918 + 8

Field_0x908 = + -0x68

2| Hindetineds +1( + -0x5¢) = *(undefinedd *)&paran_1->Field_0x8fs;
*(ulong #)( + -0x68) = paran_1->Field_0x8e8
*(undefineds *)( = *(undefineds *) (paran_1->field_0x878 + 0x26);

4| *(undefineds +)(
*(undefineds *)(

= *(int *)(
paran_1->field_0x8c8 = (long)
(\wmm ) (

+-0x48) * oxb + (long) ;

paran 1>ield ox81 = (-( sze) | -(OFFFFFTTTffofbi7f < N &L
4 (int) ((ulong), & cxff) - uint) { (ulong ouvars & exff) >> 1) & 55):
- ( >> 2 & 0x33333333) 0x3: 2);
43| paran_1->field 0x813 = ~(byte) ((( > 4) + £ Dx10f0f01) * x1010101 > 0418) & 1;
>Field_0x815 = ((byte) ~ona0 ~ (byte) ) > a8
>Field 04817 - (undefined *)0x0:
paran_1->field_0x819 = (byte) ((ulong) > 0x3f);

~field_0xe1d = ((ulong)
0wt

paran_1->field_oxads - 7

> 03f) + (( * (ulong) ) >> 0x3f)

1->field_0x9a8 = param_2 + -0

xt_6010e8_printf(paran_
1d_0x9ag;

pa

= paran_1- >f1eld 0x928:
*(long *)( +5:
paran_1->field oxgnx + -8
sub_400676_draw(para + -0

+ 0a7;

paran_1->field_0x918 - 0x30;

- o
= paran_1- >tield oxoe:
*(long *)( + ox
1->field oon + -8
->field 0928 = ox

Xe_6010f0,read(paran )
paran_1->ield_0x9a8 + Oxle

el 0oy
*uint ()

(b0l )éparan 1->fietd oxe1L

16;

Tulong)* (uint *)
(ulong)* (uint *)

(paran
(paran_1->Field_0x918 + -0

(paran_1->Field_0x918 + -0

< 0x1b;

>field 0x918 + -0x40);

)
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What could go wrong ?

>> 2 & 0:33333333) +
paran_1->field_0x813 = ~(byte) (((
11 paran_1->field_0x815 = ~(byte) ( -

3333);
& 0x1070f0f) * 0x1010101 >> 0x18) &

> 0x1f)

) > 0x1f) 4 ( >> 0x1f) ==
paran_1->ield_0x81d = ;
- (

1= 0) == ;

t-11
1) - ((uint) (¢ & 0xF) >> 1) & 0x55);
4 > 2 & 0:33333333) + (i & 0x33333333);
paran_1->field_0xB13 = ~(byte) ((( >4+ & 0x10f0f0f) * 0x1010101 >> 0x18) & 1:
s -0
4 > 0:3f);
*(long **)gparar = + 2
return:
>field_0x9a8 + 0x14 + (ulong) v s
ran_1->field_6x908
*(long *)( +-8) = 5
paran_1->field_0x908 +-8
paran_1->field_0x9a8 = + -0xdel;
ext_601060__stack_chk_fail(paran_1 )

qoto LAB_00401adS:
¥

*(undefinedd *)( + -0x38) = *(undefinedd *)(
*(undefineds *)( + -0x34) = *(undefinedd *) (
+ 030 + (long)*(int *)(

Figure 10: cancer 3 36/44



Figure 11: meme3 37/4s



Wait a minute... Was this supposed to be a deobfuscation or an obfuscation tool?
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Custom LLVM IR wrapper

#include <stddef.h>

struct State { static void sub_loop_0(struct State *s_ptr) {
size_t rdi; s_ptr->rax = s_ptr->rdi;
size_t rsi; for (s_ptr->rll = 0; s_ptr->rll != s_ptr->rsi; ++(s_ptr->ril))
size_t rax; s_ptr->rax += s_ptr->rsi;
size_t rii; return;
i }

size_t wrapper_loop(size_t a, size_t b) {
struct State s;
s.rdi = a;

s.rsi = b;

sub_loop_0(8&s);

return s.rax;
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Custom LLVM IR wrapper

define 164 @wrapper_loop(i64, i64) {
%3 = alloca %struct.State
; set struct.State.rdi and struct.
; %4 is a pointer to struct.State.
; %5 1s a pointer to struct.State.
%4 = getelementptr %struct.State,
store i64 %0, i64x %4
%5 = getelementptr %struct.State,
store i64 %1, i64x %5

; call our static sub function

State.rsi before entering @sub_loop_0
rdi

rsi

%struct.Statex %3, 132 0, 132 0

%struct.Statex %3, i32 0, i32 1

call void @sub_loop_0(%struct.Statex %3)

; return the right value: struct.State.rax

%6 = getelementptr %struct.State,
%7 = load i64, 164* %6
ret i64 %7

%struct.Statex %3, 132 0, 132 2

40/44






line/inline/g’ *.Il

A big problem still remains memory access generates function calls to intrinsic procedures.
Because of these generated calls to functions in remill functions are not optimizable.

We have to write an optimization pass to force-inline them.
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Conclusion

+ Looked like a good idea.
+ Was not a good idea.

+ We would have to rewrite a big part of mcsema/remill.
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Questions ?

Do you have any questions?
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