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How does a PC work?
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i General ideas about how a PC works.

Early PC
Architecture

Rémi
Audebert m The CPU fetches instructions from memory and executes

Introduction them.

m The CPU starts fetching instructions at static address.

m Devices can be memory-mapped, |/O mapped or both,
depending on the CPU architecture.

These assumptions are true, but they hide complexity.
Investigating and testing is near impossible:
m Current motherboards are black boxes.

m SoC and SoM are incredibly integrated and not publicly
documented.
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i What's required for full understanding?

Early PC
Architecture

A In general:

Audebert

Introduction

m Go for an analytic approach
m Understanding the role of each component in the system.
m Understand how they are connected and how they interact.

Our approach:

m Take a computer system and understand each of its
components down to the signal level.

m Because doing this on a “modern” system would be too

complex, restrain us to an understandable computer system:

the IBM PC/AT.
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| _ This talk
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Introduction

IBM PC, IBM PC/XT, IBM PC/AT and compatibles
CPU interface’s to the rest of the components
On-board peripherals and subsystems

The ISA bus, and fun experiments

Conclusion and references
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L E |IBM PC Motherboard
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1B IBM PC/XT (IBM 5160) - 1983
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L JE  IBM PC/AT (IBM 5170) - 1984
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L E IBM PC Hardware and Technical references
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Personal Computer
Harduware Reference
Library

History

Technical
Reference

6139362
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IBM PC/AT Block Diagram
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L E LEO-PC Motherboard - 1990
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E LEO-PCin PC Magazine
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FILE The Leo 386/16, from Com-
puter Systems Corp., isan
Computer Systems C Iy 4 .
‘omputer Systems Corp Sforeany iees
229 West Grand Ave. #m”"""m
Bensenville, IL 60106 mastly standard
(312) 595-2950 components in a sturdy
(800) 284-7746 is commendable, but
List Price: With 2MB RAM. 1.2MB 5%
inch floppy disk drive, $2,499; with SOMB Mmﬂm:
hard disk, monochrome monitor, DOS 3.3, reset buttons
$3,565; with VGA monitor, $4,125; with and are dangerously close
40MB hard disk, $3,825. 150MB hard disk.. to each other.
$1,999: 60MB tape backup, 815
In Short; The Leo 386/16 zero-wait-statc
tower sysiem showed some promise in
benchmark festing, but technical shoricom-
ings and design quirks held it back from real
jion with the rest of the pack.

‘CIACLE #05 ON FE ADER S&| ARD
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processor.
The 80386SX
interface to
the system
Utility Bus
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Microprocessor

Control Bus

Address Bus

Data Bus
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E CPU and Devices
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Common set of buses
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80386SX: Address Spaces

16M
Memory

Address
Space
64K
1/0
Address
Space

N
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Control Bus
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E  Address Decoders

Securit,

Early PC

Architecture

Rémi
Audebert

Microprocessor Address Bus
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interface to
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M/IO#
> Address Address Address
Decoder > Decoder > Decoder
i Ccs i (&) i Ccs
Device Device Device
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E Address Decoders: Read to Video RAM
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Microprocessor Address Bus

The 803865X
interface to
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0x0A0000 9x000000
A9 -
P oxos7rrr [P oxeorrrr [P]0X70-0x71
cs cs cs
Y Y Y
. RTC
Video RAM RAM Config RAM

Data Bus
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Ox0B8000O

Address Decoders: Read to Video RAM

0x0000

Early PC Architecture

M/IO#=1
0x0A0000 9x000000
A9 -
P oxos7rrr [P oxeorrrr [P]0X70-0x71
cs=1 €s=0 €s=0
Y Y Y
. RTC
Video RAM RAM Config RAM
-_— -_—

2015-07-18



i __ 803865X: Interface Rules

Early PC
Archiecure Every memory and 1/0 storage location contains one byte
Ao of information, no more, no less.
Every memory and 1/O address is considered to be either
an even address or an odd address.
The B03865X When the 80386SX reads from or writes to an even address,
lﬂff;;;;o the data is transfered over the lower data path: D[7:0].
When reading or writing to an odd address, the data is

transferred over the upper data path: D[15:8].
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80386SX: Interface diagram
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Transceivers
The 803865X

interface to
the system

80386S5X Devices
BLE#

\ 4

W/R#
> Bus Control Signals
M/IO# < Bus
Ll
D/C# Controller .
> Device Control Signals
ADS#
»
READY#
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LA Bus
Buffer
Address
BHE# > Latch
ALE |
Y
Bus Cycle

Control
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E Data bus transceivers
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Address

BHE# Latch

:

ALE |
Lad

The 80386SX
interface to

the system Upper
Data Bus
803865X Transceiver

A DT/R#

Y

Lower
Data Bus
Transceiver

TENABLE
LOWER

b

Bus Cycle
Control
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Address
BHE# > Latch
ALE |
L

The 80386SX
interface to

the system Upper
Data Bus
803865X Transceiver

A DT/R# Data Bus
w | Steering
% > Logic

Lower
Data Bus
Transceiver

TENABLE
LOWER

ENABLE COPY
Bus Cycle
Control
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, 0x80 (1/4)
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LA Bus
Buffer

0x80
Address
BHE# > Latch
ALE |
L
The 80386SX
interface to
the system Upper
Data Bus
803865X Transceiver
A DT/R# Data Bus
w | Steering
% 71  Logic
Lower
Data Bus
Transceiver
T ENABLE
LOWER
ENABLE COPY
Bus Cycle
LAIRSSS Control
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LA Bus
Buffer

Address
Latch
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interface to

the system Upper
Data Bus
803865X Transceiver

A DT/R# Data Bus
w | Steering
% > Logic

Lower
Data Bus
Transceiver

TENABLE
LOWER

ENABLE COPY
Bus Cycle
Control

10 Read
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, 0x80 (3/4)
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LA Bus
Buffer

0x80
Address
BHE# > Latch
ALE |
L
The 803865X
interface to
the system Upper
Data Bus
803865X Transceiver
A DT/R#=0 Data Bus
w | Steering
v 71 Logic
Lower
Data Bus
Transceiver
TENABLE
LOWER
ENABLE COPY
Bus Cycle
10 Read Control
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, 0x80 (4/4)
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0x80

BHE# Address

Latch

Y

ALE o
Lad

The 80386SX
interface to

the system Upper
Data Bus
803865X Transceiver

ENABLE A b1/R#=0 Data Bus
UPPER i
w| Steering
v [ Logic

Lower
Data Bus
Transceiver

ENABLE COPY
Bus Cycle

10 Read Control
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. Address
BHE#=0 > Lateh
ALE
L
The 80386SX
interface to
the system Upper
Data Bus
803865X Transceiver
A DT/R# Data Bus
w| Steering
2 > Logic

Lower
Data Bus
Transceiver

T ENABLE
LOWER
ENABLE COPY +5V

Bus Cycle %
Control L, MEM16#

Device
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mov [0x1993], al (2/4)

Early PC
Architecture

LA Bus
Buffer

Address
Latch

The 80386SX
interface to

the system Upper
Data Bus
803865X Transceiver

A DT/R# Data Bus
w| Steering
2 > Logic

Lower
Data Bus
Transceiver

T ENABLE
LOWER
ENABLE COPY +5V

Bus Cycle %
Control L, MEM16#

Device
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mov [0x1993], al (3/4)

803865X

LA Bus
Buffer

Address

BHE#=0 Latch

Y

ALE |
Ll

Upper
Data Bus
Transceiver

:

DT/R#=1 Data Bus
Steering
Logic

Y

Y

Lower
Data Bus
Transceiver

Device

T ENABLE
LOWER
ENABLE COPY +5V

Bus Cycle
Control MEM16#=1
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mov [0x1993], al (4/4)

BHE#=0

Y

ALE |
Ll

LA Bus
Buffer

Address
Latch

:

Upper
Data Bus
Transceiver

DT/R#=1

Data Bus
Steering

Y

Logic

Y

Lower
Data Bus
Transceiver

Device

Bus Cycle
Control

TENABLE
LOWER

ENABLE COPY +5V

MEM16# %
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x, 0x3f8; in ax, dx

Security
System

Early PC

Architecture
LA Bus

Buffer

Address

BHE#= Latch

ALE

Al

Ll
The 80386SX
interface to
the system

Upper
Data Bus
Transceiver

:

803865X

A DT/R# Data Bus
Steering
)7 Logic

Y

Lower
Data Bus
Transceiver

ENABLE ALATCH
LOWER LOWER

ENABLE COPY

Serial
Driver

+5V

Bus Cycle #
Control L 1016#

10 Read
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x, 0x3f8; in ax, dx
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LA Bus

Buffer

Address

BHE#= Latch

ALE

YY

The 803865X
interface to
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Upper
Data Bus
Transceiver

:

803865X

A DT/R#=0 Data Bus
Steering
)7 Logic

Y

Lower
Data Bus
Transceiver

ENABLE ALATCH
LOWER LOWER

ENABLE COPY

Serial
Driver

+5V

Bus Cycle #
Control L 1016#

10 Read
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x, 0x3f8; in ax, dx
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LA Bus

Buffer

Address
Latch
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ALE
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The 80386SX
interface to

the system Upper
Data Bus
803865X Transceiver

ENABLE A O1/Ri=0 Data Bus
UPPER i
w| Steering
v 7 Logic

Lower
Data Bus
Transceiver

Serial
Driver

ENABLE COPY +5V
Bus Cycle

10 Read #
Control W 1016#=1
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x, 0x3f8; in ax, dx
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x, 0x3f8; in ax, dx
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LA Bus

Buffer

Address

BHE#= Latch
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Steering
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Lower
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Transceiver

ENABLE ALATCH
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+5V

The 80386SX M16# % &

interface to ®

the system 1016#
NOWS#

803865X (M Wait State

Controller CHRDY#
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Bus cycles and access time
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4—Write 1 > < Write 2: >

The 80386SX
interface to +—Tl—» 4+—T2—» 4+—T1l—p 4+—T2—» <«—T2—>

the system
ek | F L L AL F] L i

A23:01 774 0B8000 ) 0B8001 \

Control %( Memory Write X Memory Write )@

s ——— (o> g

READY# |/ \_/
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0-Wait State with Pipelining
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+—T2p—» <4+—Tlp—» <4+—T2p—» <+—Tlp—» <+—T2p—>

T scasesX S N I T N W AT T N T N

interface to A[230] % 000000 X 000001 V

the system

Control %( Memory Read X Memory Read X7/

LA23:17] 74 0b0000000 X 0b0000000 V%
ALE [\ [\
SA[23:0] % 000000 X 000001

DT/R# \ S\
TE \ [\ [\
—

DI15:0] 77/ (3412 (5634 >—

READY#
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IBM PC, PC/XT and PC/AT systems have defined de-facto
standards for:

m Memory mappings
[/O ports functionality
Interrupts mapping
Peripherals behaviors
BIOS APIs

Subsystems
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L E _ The BIOS: Basic Input/Output System
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E The “Turbo” button
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From Intel:

The 8042 is a general-purpose Universal Peripheral
Interface that allows designers to grow their own
Subsystems customized solutions for peripheral device control.

In the IBM PC, it's main purpose is Keyboard Control, but it
also has other uses. ..
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E i8042: Keyboard interface
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Subsystems

IRQ 8042 DIN

IRQ1 < Connector

Port 0x60: data in/out
Port 0x64: commands/status

PIC

803865X
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E 8042: CPU Reset
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Subsystems

8042

RESETl ¢ Port 0x60, bit 0

803865X
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PIT

i8042: Speaker control

Timer 2

ey

8042

¢ Port Ox61, bit 1

803865X

Early PC Architecture
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. Speaker control
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Timer 2

PIT —)I_)D—) Speaker
j

Sulbysiie The output frequency of timer 2 is application
specific — it can be programmed to make
happy or sad sounds, depending on the occasion.

¢ Port Ox61, bit 1

803865X
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18042: A20 Gate
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Subsystems

¢ Port 0x60, bit 1 A2
A20

803865X A[19:0]+A[23:21]
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Example:
BIOS Data Area
0x0040:0x0000 >
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Segment Wraparound

OXFFFFF

Memory
Address
Space

Early PC Architecture

& Data Segment = OxFOOO

Addresses
Accessible
With Current
DS

Ox00000
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Real Mode Segmentation: A20 Masked
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Rémi Segmentation trick: overflow to get low addresses from high
Audebert Segment

; Setup Data Segment
mov ax, OxFFFF ; ax <- FFFFh

mov ds, ax ; set data segment to FFFFh
Shlzpsiis ; Read byte from memory address:
mov al, [0x0020] ; DS << 4 -> FFFFOh

; + offset -> + 00010h

s

; effective addr = 000010h
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Extended Memory
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Extended
Memory

High Memory

Conventional
Memory

OX10FFEF

OXOFFFFF < DS

= OXFFFF

Addresses
Accessible
With Current
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0x000000
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Real Mode Segmentation: A20 Unmasked
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Rémi Segmentation trick: overflow to get higher addresses than
Audebert norma|

; Setup Data Segment
mov ax, OxFFFF ; ax <- FFFFh
mov ds, ax ; set data segment to FFFFh
Sy ; Read byte from memory address:
mov al, [OxFFFF] ; DS << 4 - FFFFOh
; + offset -> + OFFFFh

s

; = 10FFEFh

Rémi Audebert Early PC Architecture 2015-07-18 60 / 80



E  Other subsystems

Security
System

Early PC
Architecture

Rémi
Audebert

Intel 8237: DMA Controllers
Intel 8259: PIC
Intel 8254: PIT
RAM controllers

Subsystems

i8042: other features

System Password Management
Mouse controller
RAM

Display type (monochrome/color)
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ISA: internal, parallel, clocked at 8MHz
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8-Bit Bus control
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i Typical ISA cards
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Additional RAM
Sound card: Sound blaster

Graphic adapters: Cirrus Logic, Matrox, 3dfx
Mass storage: hard drive and floppy controllers
Simple 1/O: parallel and serial ports

Industrial buses

Industry
Standard
Architecture
Bus
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E  Color Display Adapter
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E LSE-ISA: 8-Bit ISA breakout
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MISC
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RESET
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LB LSE-ISA: soldering
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. LSE-ISA: 16-Bit ISA breakout

DATALLE
Y ¢ ¢ ’
o
B 10% A7 RE A6 RS AS RO AB 14 1
LSErISA| UPPER I
Qh‘2@15

%bttﬁf:tlt

1
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L. E _ Probing the ISA bus
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Listening to the bus
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datafi]

EQUALITY

=)
dalafn

esull resull
& ——' >o—=o

logical 0 =|

¥

logical_1

data

-ISAMonitor:monitorjaddr{19..0]

dsi={0] LOG CAL
LOGICAL AND NOT
0 o B o o o
TMP

ISAMonitor:-monitor|data[7..0]

ISAMonitor:monitorfior_n

ISAMonitor:manitorjiow_n

ISAMonitor:manitorjmemr_n

ISAMonitor:monitorjmemw_n
Name

-ISAMonitor:monitor|addr[19..0]

-ISAMonitor:monitorjdata7..0]

ISAMonitor:monitorfior_n

ISAMonitor:monitorjiow_n

96 112 128 144 160
TMP.
26h [
LT L1

ISAMonitor:mor n

ISAMonitor:manitorjmemw_n
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E Emulating the MDA Buffer
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Device ROM
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Rémi
Audebert OXOFFFFF -
BIOS ROM 55 | AA [size| code :E 3; T
£ >
OXOFO000
OXOEFFFF
Optionnal ROM bits 16
0x0D0000O Cpu 386
X
OXOCFEEF org xC0080
header:
Industry Device ROM db 0x55
Standard
A::Eitzz:ture O0x0C00060 _ i db OxAA
Bus OXOBFFFF size:
Display db (_end >> 9)
Memory start: .
OX0A0000 mov al, 'B
OxO@9FFFF out 0x80, al
RAM align 512,db ©
_end:
0x000000
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. Dumping the BIOS using the Device ROM

P ; Set source segment to start of BIOS data

Rémi mov ax, O0xFO00

Audebert

mov ds, ax

; Set destination segment to scratch memory
mov ax, OxA000

mov es, ax

; Set counter to number of bytes to be copied
e ; FFF 4is the maz (40964 == FFFh)

prchitecture mov cx, OxOFFF

; Source

mov si, O0xFO00O

; Destination

xor di, di

rep movsb
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Going further with the ISA bus: the backplane
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Current work: semihosting for the LEO-PC

ISA bus mov al, 'B'
> - mov dx, Ox3F8
System € P FPGA outb dx, al ; CPU outputs
A The FPGA is chip selected.
Guest It sends a write request to the host.
Host
Y
Emulated serial <€ » QEMU QEMU receives the request and calls
the matching emulator function.
A
Emulated video
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E Tools and References
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Tools
Rémi

Audebert m |carus Verilog
gtkwave
Altera Quartus
Wavedrom
yasm

sigrok

References

m ISA System Architecture, by Tom Shanley and Don Anderson
Intel 80386SX reference

IBM PC AT Technical and Hardware references
http://ibm-pc.org/ for the PDF of the IBM documentation
http://www.minuszerodegrees.net/ IBM 51xx reference
http://www.karbosguide.com /books/pcarchitecture/start.htm
PC Architecture

Conclusion
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Questions?

m Rémi Audebert

Conclusion m IRC: halfr@irc.rezosup.org
m Mail: halfr@lse.epita.fr
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Shadow RAM
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Architecture

Issue: ROMs have a slow access time.

Rémi
Audebert

m In order to compensate, the BIOS will copy the content of
BIOS and VIDEO ROM to RAM during POST. This is
achieved by:

Reading and writing the ROMs content in place,each write
being redirected to RAM.
Disable the ROM and select the RAM for read operations.

m This is not the only way to implement “Shadow RAM":

m Use the 386 MMU to map the virtual addresses of the ROM
to a copy in RAM.

m Use a Position Independent BIOS, copy it somewhere and

jump there.
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E  After ISA

ssssssss
sssss m
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ISA Plug'n'Play
MCA

Extended ISA (EISA)
VESA Local Bus

PCl

AGP

PCl

PCI-X

PCI Express
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E  Math coprocessor: 803875X

sssss m

Early PC
Architecture

Rémi 387 instructions
executed by the 386
trigger computation offloads to 10 Ports

the 387 using IO Ports 0x8000F8 - 0X8000FF

Audebert

80386SX

<>
<«
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