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Opcode: Length

0x0: 1 0x8: 1 0x10: 34 0x18: 4
Ox1: 32 0x9: 1 Ox11: 35 0x19: 1
0x2: 224 Oxa: 1 0x12: 34 Oxla: 1
0x3: 224 Oxb: 1 0x13: 1 Ox1b: 1
0x4: 224 Oxc: 5 0x14: 34 Oxlc: 1
Reverse 0x5: 1 Oxd: 1 0x15: 39 0Ox1d: O
TS 0x6: 1 Oxe: 1 0x16: 1 Oxle: 1
0x7: 1 Ooxf: 1 0x17: 16 Ox1f: 1
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KL-JE  UC3 JTAG Data Register Length

Reverse
engineering OpCOde : Length
AT32UC3A’s

JTAG

e ] 0x0: 1 0x8: 1 0x10: 34
Ox1: 32 0x9: 1 Ox11: 35 0x19: 1
0x2: 224 Oxa: 1 0x12: 34 Oxla: 1
0x3: 224 Oxb: 1 0x13: 1 Ox1b: 1
0x4: 224 Oxc: b5 0x14: 34 Oxlc: 1
0x5: 1 Oxd: 1 0x15: 39
0x6: 1 Oxe: 1 0x16: 1 Oxle: 1
0x7: 1 Oxf: 1 0x17: 16 Ox1f: 1
Reverse BYPASS, CLAMP, CHIP_ERASE

engineering

m
m IDCODE

m Boundary Scan

m AVR_RESET, SYNC
m Service Access Bus
m
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K-E Instruction 0x18

e m Present in BSDL file but not in datasheet
AT32UC3A’s

NS attribute INSTRUCTION_OPCODE  of UC3A3256-BGA : entity is

Pierre Surply " PRIVATEO (10011 ), " &
" PRIVATE1 ( 01100 ), " &
" BYPASS (11111 ), " &
" CLAMP (00110 ), " &
" EXTEST ( 00011 ), " &
" IDCODE ( 00001 ), " &
" INTEST ( 00100 ), " &
" PRIVATE2 ( 11001 ), " &
" PRIVATES3 (11010 ), " &
" PRIVATE4 (11011 ), " &
" PRIVATES (10001 ), " &
Remee " PRIVATE6 ( 10010 ), " &
engineering " PRIVATE7 ( 10000 ), " &
" PRELOAD ( 00010 ), " &
" SAMPLE ( 00010 ), " &
" PRIVATES (10111 ), " &
" PRIVATE9Q ( 11000 ) " ;

m Strange behaviour when Data Register is set to 1 or 2
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LL-JE  Nexus (IEEE-ISTO 5001-2003)

Security
System

Reverse
engineering

AT32UC3A’s
JTAG

Pierre Surpl

AUX+JTAG
debug tool

Trace buffer

AUX

high speed JTAc

Device

Conclusion

Figure: AUX4JTAG based debugger
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m Git: git.psurply.com/uc3jtag

m IRC: Ptishell@irc.rezosup.org

m Mail: surply@lse.epita.fr
m Twitter: @Ptishell
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